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Risk Management

�Identify the Hazard
�Estimate the Harm/Damage
�Assess the Risks
�Establish the Mitigation 
�Evaluate the Residual Risks
�Control the Situation
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Risk
•Everything has a risk of continuously performing to  
the way we want, or at least expect

•The challenge is how much a risk we are facing in a 
normal condition, as well as an abnormal condition.

•Since there is always a risk, what can we do about it 
– in terms of mitigation to reduce the risk to an 
acceptable & tolerable level.

•Control, and Control Points

•Risk Management (RM)

•Crisis Management (CM)

•CM is not equal to RM
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Type of Risk
Product Risk -

Process/Operation Risk -

A.  Risk to the general public
B.  Risk to the end product user and 3rd parties
C.  Risk to the organization
D.  Risk to the “process” itself

A.  Internal Risk – Immediate Impact & 
Downstream Impact

B.  External Risk – Couldn’t stop & correct 
internally, therefore there is 
an external risk; likely on the
product & product user
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Harm/Damage to the general public, end 
product user, 3rd party, 
organization, & “process” itself.

Risk Impacts – Harm & Damage

Thinking about S-I-P-O-C concepts.  
Who is the customer?
Who is the supplies?

Risk Estimation , Analysis, & Mitigation
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Risk Estimation & AnalysisRisk Estimation & Analysis
Normal Condition and Failure ConditionNormal Condition and Failure Condition

• Mechanism

•Condition

•Restraint

— Function Fails

— Inside 

—Outside

— Constraint
— Regulations
—Social Values & Practices
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Risk analysisRisk analysis
•• I nt e nd e d  u se / int e nd e d    I nt e nd e d  u se / int e nd e d    
p u r p o se  id e nt if ic at io np u r p o se  id e nt if ic at io n
•• H az ar d  id e nt if ic at io nH az ar d  id e nt if ic at io n
•• Risk e st im at io nRisk e st im at io n

Risk E v alu at io nRisk E v alu at io n
•• Risk ac c e p t ab ilit y d e c isio nsRisk ac c e p t ab ilit y d e c isio ns

•• O p t io n analysisO p t io n analysis
•• I m p le m e nt at io nI m p le m e nt at io n
•• Re sid u al r isk e v alu at io nRe sid u al r isk e v alu at io n
•• O v e r all r isk ac c e p t anc eO v e r all r isk ac c e p t anc e

Risk c o nt r o lRisk c o nt r o l

•• P o stP o st --p r o d u c t io n p r o d u c t io n 
e x p e r ie nc ee x p e r ie nc e
•• Re v ie w  o f  r isk Re v ie w  o f  r isk 
m anag e m e nt  e x p e r ie nc em anag e m e nt  e x p e r ie nc e

P o stP o st --p r o d u c t io n inf o r m at io np r o d u c t io n inf o r m at io n

Risk assessment
Risk assessment

Risk management
Risk management

R is k  M anag ement P roc es sR is k  M anag ement P roc es s
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Three Risk Components Approach
– C a u s e ,  F a i l u r e ,  &  E f f e c t

A)  The probability of a Failure occurring by an 
identified cause under current control – occurrence
B)  How much of the impacts – Severity
C)  How early in the life cycle, and how much of the 
problem can we detect and correct – Detection

Risk = Occurrence x Severity x Detection
The acceptability of a risk to a stakeholder 
is influenced by these three components, 
and by the stakeholder’s perception of the 
risk
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T w o  R i s k  C o m p o n e n t s  A p p r o a c hT w o  R i s k  C o m p o n e n t s  A p p r o a c h
–– H a z a r d  &  H a r m  ( D a m a g e )H a z a r d  &  H a r m  ( D a m a g e )

a) .   T h e p rob ab ility  of  th e oc c urrenc e of  h arma) .   T h e p rob ab ility  of  th e oc c urrenc e of  h arm
( damag e) ,  th at is ,  h ow  of ten th e h arm may  oc c ur.( damag e) ,  th at is ,  h ow  of ten th e h arm may  oc c ur.

b ) .   T h e c ons eq uenc es  of  th at h arm ( damag e) ,  th at is ,b ) .   T h e c ons eq uenc es  of  th at h arm ( damag e) ,  th at is ,
h ow  s ev ere it mig h t b e.h ow  s ev ere it mig h t b e.

T h e ac c ep tab ility  of  a ris k  to a s tak eh older is  inf luenc ed b y  thT h e ac c ep tab ility  of  a ris k  to a s tak eh older is  inf luenc ed b y  th es e es e 
tw o c omp onents ,  and b y  th e s tak eh oldertw o c omp onents ,  and b y  th e s tak eh older’’ s  p erc ep tion of  th e ris k .s  p erc ep tion of  th e ris k .

Risk = Probability x SeverityRisk = Probability x Severity
-- or M atrix  of  th es e tw oor M atrix  of  th es e tw o
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P rob ab ility  of  O c c urrenc e E s timationP rob ab ility  of  O c c urrenc e E s timation
•• A s k  y ours elf  th ree q ues tions  A s k  y ours elf  th ree q ues tions  ----

1.  1.  D o e s  t h e  h a z a r d  o c c u r  i n  t h e  a b s e n c e  o f  a  f a i l u r e ?D o e s  t h e  h a z a r d  o c c u r  i n  t h e  a b s e n c e  o f  a  f a i l u r e ?
2 .  2 .  D o e s  t h e  h a z a r d  o c c u r  i n  a  f a i l u r e ?D o e s  t h e  h a z a r d  o c c u r  i n  a  f a i l u r e ?
3 .  3 .  D o e s  t h e  h a z a r d  o c c u r  o n l y  i n  a  m u l t i p l eD o e s  t h e  h a z a r d  o c c u r  o n l y  i n  a  m u l t i p l e --f a u l t  c o n d i t i o n ?f a u l t  c o n d i t i o n ?

•• Q ualitativ e ap p roac h  Q ualitativ e ap p roac h  ----

•• Q uantitativ e ap p roac h    Q uantitativ e ap p roac h    ---- 1  ~  1 0  rank ing .   M ay  ref er to FM E A  tab les1  ~  1 0  rank ing .   M ay  ref er to FM E A  tab les

L e v e l  1:   I n c r e d i b l eL e v e l  1:   I n c r e d i b l e
L e v e l  2 :   I m p r o b a b l eL e v e l  2 :   I m p r o b a b l e
L e v e l  3 :   R e m o t eL e v e l  3 :   R e m o t e
L e v e l  4 :   O c c a s i o n a lL e v e l  4 :   O c c a s i o n a l
L e v e l  5 :   P r o b a b l eL e v e l  5 :   P r o b a b l e
L e v e l  6 :   F r e q u e n tL e v e l  6 :   F r e q u e n t

��������	
��������	
 1515

S ev erity  E s timationS ev erity  E s timation

•• M us t c ons ider immediate,  s h ort term,  and long  term ef f ec t sM us t c ons ider immediate,  s h ort term,  and long  term ef f ec t s

•• Q ualitativ e ap p roac h  Q ualitativ e ap p roac h  ----

•• Q uantitativ e ap p roac h  Q uantitativ e ap p roac h  ---- 1  ~  1 0  rank ing ,  may  ref er to FM E A  tab les1  ~  1 0  rank ing ,  may  ref er to FM E A  tab les

L e v e l  1:   N e g l i g i b l eL e v e l  1:   N e g l i g i b l e
L e v e l  2 :   M a r g i n a lL e v e l  2 :   M a r g i n a l
L e v e l  3 :   C r i t i c a lL e v e l  3 :   C r i t i c a l
L e v e l  4 :   S e r i o u sL e v e l  4 :   S e r i o u s
L e v e l  5 :   C a t a s t r o p h i cL e v e l  5 :   C a t a s t r o p h i c
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Intolerable Intolerable 
reg i onreg i on

A L A R P  A L A R P  
reg i onreg i on

B road ly  B road ly  
ac c ep table ac c ep table 
reg i onreg i on

S ev er i ty  of  h armS ev er i ty  of  h arm

Pro
ba
bili
ty 
of 
occ

urr
en
ce

Pro
ba
bili
ty 
of 
occ

urr
en
ce

L e ssL e ss M o r eM o r e

M o r eM o r e

W h ere to draw  th e lines ?W h ere to draw  th e lines ?
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Risk EstimationRisk Estimation
I n  e s t i m a t i n g  t h e  r i s k  f o r  e a c h  h a z a r d ,  t h eI n  e s t i m a t i n g  t h e  r i s k  f o r  e a c h  h a z a r d ,  t h e
f o l l o w i n g  a s p e c t s  s h o u l d  b e  t a k e n  i n t o  a c c o u n t :f o l l o w i n g  a s p e c t s  s h o u l d  b e  t a k e n  i n t o  a c c o u n t :

�� e x t e n t  o f  r e l i a n c e  o n  t h e  a n a l y t i c a l  r e s u l t  e x t e n t  o f  r e l i a n c e  o n  t h e  a n a l y t i c a l  r e s u l t  
( c o n t r i b u t i o n  t o  t h e  M i t i g a t i o n  D e c i s i o n )( c o n t r i b u t i o n  t o  t h e  M i t i g a t i o n  D e c i s i o n )

�� p l a u s i b i l i t y  c h e c k sp l a u s i b i l i t y  c h e c k s
�� a v a i l a b i l i t y  a n d  u s e  o f  c o n t r o l sa v a i l a b i l i t y  a n d  u s e  o f  c o n t r o l s
�� q u a l i t y  o f  a s s u r a n c e  m e a s u r e s / t e c h n i q u e s  a p p l i e d  i n  q u a l i t y  o f  a s s u r a n c e  m e a s u r e s / t e c h n i q u e s  a p p l i e d  i n  
t h e  t e s t  l a b o r a t o r i e st h e  t e s t  l a b o r a t o r i e s

�� d e t e c t a b i l i t y  o f  d e f i c i e n c i e s / e r r o r sd e t e c t a b i l i t y  o f  d e f i c i e n c i e s / e r r o r s
�� s i t u a t i o n s  o f  u s e  ( e . g .  e m e r g e n c y  c a s e s )s i t u a t i o n s  o f  u s e  ( e . g .  e m e r g e n c y  c a s e s )
�� p r o f e s s i o n a l  u s e / n o np r o f e s s i o n a l  u s e / n o n --p r o f e s s i o n a l  u s ep r o f e s s i o n a l  u s e
�� m e t h o d  o f  p r e s e n t a t i o n  o f  i n f o r m a t i o nm e t h o d  o f  p r e s e n t a t i o n  o f  i n f o r m a t i o n
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•• E nerg y  H az ardsE nerg y  H az ards
•• B iolog ic al H az ardsB iolog ic al H az ards
•• E nv ironmental H az ardsE nv ironmental H az ards
•• H az ards  res ulting  f rom inc orrec t outp ut of  energ y  and s ub s tanc eH az ards  res ulting  f rom inc orrec t outp ut of  energ y  and s ub s tanc e
•• H az ards  related to th e us e of  th e P roduc tH az ards  related to th e us e of  th e P roduc t
•• I nap p rop riate,  inadeq uate or ov erI nap p rop riate,  inadeq uate or ov er--c omp lic ated us er interf ac e c omp lic ated us er interf ac e (man/machine communication(man/machine communication
•• H az ar d s  ar i s ing  f r om f unctional  f ail ur e,  maintenance,  and  ag ingH az ar d s  ar i s ing  f r om f unctional  f ail ur e,  maintenance,  and  ag ing
•• H az ar d s  f r om the f ol l ow ing :   H az ar d s  f r om the f ol l ow ing :   

Possible Hazards for ProductsPossible Hazards for Products

�� batch inhomogeneity, batchbatch inhomogeneity, batch--toto--batch incons is tencybatch incons is tency
�� C ommon inter f er ing f actor sC ommon inter f er ing f actor s
�� C ar r yC ar r y--ov er  ef f ectsov er  ef f ects
�� S p ecimen id entif ication er r or sS p ecimen id entif ication er r or s
�� S tabil ity p r obl ems  ( in s tor age, in s hip p ing, in u s e, af ter  f ir s tS tabil ity p r obl ems  ( in s tor age, in s hip p ing, in u s e, af ter  f ir s t op ening of  the op ening of  the container )container )
�� P r obl ems  r el ated  to tak ing, p r ep ar ation and  s tabil ity of  s p ecimeP r obl ems  r el ated  to tak ing, p r ep ar ation and  s tabil ity of  s p ecimensns
�� I nad eq u ate s p ecif ication of  p r er eq u is itesI nad eq u ate s p ecif ication of  p r er eq u is ites
�� I nad eq u ate tes t char acter is ticsI nad eq u ate tes t char acter is tics
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HA C C P ( Hazard A n aly sis &  C ritical C on trol Poin ts)HA C C P ( Hazard A n aly sis &  C ritical C on trol Poin ts)
•• Hazard Analysis Hazard Analysis --

•• C rit ic al C o nt ro l p o int  C rit ic al C o nt ro l p o int  --

T h e  ide nt if ic at io n o f  h azards and t h e ir T h e  ide nt if ic at io n o f  h azards and t h e ir 
init iat ing  c au se sinit iat ing  c au se s

A p o int ,  st e p ,  o r p ro c e du re  at  w h ic h  c o nt ro l A p o int ,  st e p ,  o r p ro c e du re  at  w h ic h  c o nt ro l c an b e  ap p lie d and is e sse nt ial t o  p re v e nt ,  c an b e  ap p lie d and is e sse nt ial t o  p re v e nt ,  
e lim inat e ,  o r re du c e  a h azard t o  an ac c e p t ab le  e lim inat e ,  o r re du c e  a h azard t o  an ac c e p t ab le  le v e lle v e l
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Seven Contents of HACCPSeven Contents of HACCP
1 .   1 .   C o n d u c t  h a z a r d  a n a l y s i s  a n d  i d e n t i f y  p r e v e n t i v e   m e a s u r e s .C o n d u c t  h a z a r d  a n a l y s i s  a n d  i d e n t i f y  p r e v e n t i v e   m e a s u r e s .
2 .   I d e n t i f y  c r i t i c a l  c o n t r o l  p o i n t s .2 .   I d e n t i f y  c r i t i c a l  c o n t r o l  p o i n t s .
3 .   E s t a b l i s h  c r i t i c a l  l i m i t s .3 .   E s t a b l i s h  c r i t i c a l  l i m i t s .
4 .   M o n i t o r  e a c h  c r i t i c a l  c o n t r o l  p o i n t .4 .   M o n i t o r  e a c h  c r i t i c a l  c o n t r o l  p o i n t .
5 .   E s t a b l i s h  c o r r e c t i v e  a c t i o n  t o  b e  t a k e n  w h e n  d e v i a t i o n  o c c u r5 .   E s t a b l i s h  c o r r e c t i v e  a c t i o n  t o  b e  t a k e n  w h e n  d e v i a t i o n  o c c u r s .s .
6 .   E s t a b l i s h  v e r i f i c a t i o n  p r o c e d u r e s .6 .   E s t a b l i s h  v e r i f i c a t i o n  p r o c e d u r e s .
7 .   E s t a b l i s h  r e c o r d7 .   E s t a b l i s h  r e c o r d --k e e p i n g  s y s t e mk e e p i n g  s y s t e m
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Add Previously Add Previously 
U n iden t if ied U n iden t if ied 
H a z a rdsH a z a rds

Add Previously Add Previously 
U n iden t if ied U n iden t if ied 
C a use /  E f f ec t  C a use /  E f f ec t  

Pa irsPa irs

U p da t e U p da t e 
Prob a b ilit y Prob a b ilit y 
E st im a t eE st im a t e

F ollow  R isk  F ollow  R isk  
M a n a g em en t  M a n a g em en t  

Proc essProc ess

U p da t e R isk  U p da t e R isk  
M a n a g em en t  M a n a g em en t  

F ileF ile

Overall Overall 
R es i d u al R i s k  R es i d u al R i s k  

s t i ll OK ?s t i ll OK ?
F ran c h i s e F ran c h i s e 

C A P A  C o u n c i lC A P A  C o u n c i l
S t o p  S h i p m e n t  /  S t o p  S h i p m e n t  /  
R ec all P ro d u c tR ec all P ro d u c t

C on t in ue t o S h ip  C on t in ue t o S h ip  
Produc tProduc t

O p era t in g  a n d O p era t in g  a n d 
F ield F ield 

E x p erien c eE x p erien c e

NoNo Not  S u r eNot  S u r e

Y e sY e s Y e sY e s

U p d ate R is k  M anag ement F il e w ith O p er ating  and  F iel d  E x p er ienceU p d ate R is k  M anag ement F il e w ith O p er ating  and  F iel d  E x p er ience
-- F or  p r od uctF or  p r od uct
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R i s k  M an ag e m en t  P lanR i s k  M an ag e m en t  P lan

S elec t  A c t i vi t i esS elec t  A c t i vi t i es A s s i g n  R es p o n s i b i li t i esA s s i g n  R es p o n s i b i li t i es

FMEAsFMEAs

S H AsS H As

FT AsFT As

Risk Control Risk Control 
M e a su re s a nd  M e a su re s a nd  
V e rif i c a t ionsV e rif i c a t ions

Risk Control Risk Control 
M e a su re s a nd  M e a su re s a nd  
V e rif i c a t ionsV e rif i c a t ions

Risk Control Risk Control 
M e a su re s a nd  M e a su re s a nd  
V e rif i c a t ionsV e rif i c a t ions

P o s tP o s t --P ro d u c t i o n  P ro d u c t i o n  
R eleas e I n f o r m at i o nR eleas e I n f o r m at i o n

R i s k  M an ag e m en t  R ep o rtR i s k  M an ag e m en t  R ep o rt

I d e n t i f yI d e n t i f y S u m m ari z e R es u lt sS u m m ari z e R es u lt s
H az ard sH az ard s

EUEU

U p da t e &  R eU p da t e &  R e--a ssessa ssess

RiskRisk
M a n a g e m e n tM a n a g e m e n t
P r o c e ssP r o c e ss
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Patient Intake Assessment Diagnosis
Process of 
Care

Evaluating 
Care

Discharge and 
Billing

Functions:
1.  Marketing
2.  Facility
3.  Registration
4. Admitting
5. Records

1.  Diagnostic – Observation & Questioning
2.  Diagnostic – Testing
3.  Information service
4.  Clinical Pathway Practice
5.  Records
6.  Treatment / Pharmacy Services
7.  Facility / Housekeeping
8.  Material Service – Supply & Waste
9.  Care & Monitoring on Recovery
10. Manpower Assignment
11. Community responsibilities & governmental codes
12. Morality

Functions:
1.  Records
2.  Housekeeping
3.  Finance
4.  Sensitive Issues & 
Personalization
5.  Followups

• Looking for the Bottleneck          Most likely errors start here

• Looking for the Queuing, Pending, Batching, Bunching, Hanging  Second 
most likely errors start here

Healthcare Process Flow
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Patient 
Intake Assessment Diagnosis

Process of 
Care

Evaluating 
Care

Discharge 
and Billing

Examples of Errors

1.  Targeting on 
wrong customers

2.  Wrong marketing
strategies

3.  Not enough parking
spaces

4.  Patients park on 
MD’s space

5.  Wrong records
6.  Incompleted

records
7.  Administrative error 

in admission
8.  Hospital bed 

availability
9.  Waiting time
10. Housekeeping 
11. Security
12. General feeling

1.  Incorrect, or untimely diagnosis
2.  Error in medication
3.  Error in therapy, or other treatment
4.  Untimely treatment
5.  Administrative error in patient record
6.  Departure from nursing standard
7.  Departure from any other professional standard
8.  Facilty outage or malfunction
9.  Equipment outage, shortage or malfunction
10. Medical professionals fatigues
11. Food service
12. Communication among medcare provider,  

patient, family, and & underwriters

1.  Administrative 
error in discharge

2.  Error in pre-release
patient indoctrination

3.  Administrative error
4.  Delayed discharge
5.  Error in take-home 

instructions or  
medication

6.  Error in any finance
statement



5
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Root Causes
Responsible 
Parties Effects

Analysis on Medication Errors – Causes & Effects

1.  Diagnosis
*
*
*
*
2.  Diagnosis related administrative cause
*
*
*
*
3.  Distribution

a.  Pick / placement
*
*
*
b.  Re-packaging
*
*
*
c.  Labeling
*
*
d.  Transportation
*
*

4.  Drug Delivery
a.  Inside facility
*
*
b.  Outside Facility
*
*
*

* MD, & Medical Technicians

* MD, RN, & LPN

* Pharmaceutist, manufacturer & 
recording clerk

* Pharmacist

* Pharmacist, & recording clerk

* RN, LPN, &  Assistant

* MD, RN, RPN, & Patient

* Patient, Family, & Concerned parties
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WhatWhat’’s  n e x t?s  n e x t?

T he  6  S i g m a P r o g r am !T he  6  S i g m a P r o g r am !

H o w  to  d o  i t?H o w  to  d o  i t?
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Risk Management
Questions and Answers

You can always contact the follows:

��������	

Tel: 04-2298-0925   E-mail: sixsigma@pie.com.tw

Or
� � 
 �CTI�� � � � � � � �

Tel: 04-2291-0706   E-mail: cti@pie.com.tw


